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Approximate Record Matching

• 𝐷𝐷: dataset
• 𝑠𝑠𝑞𝑞: target record
• 𝐷𝐷𝐷𝐷𝐷𝐷(): distance function
• 𝜃𝜃: distance threshold
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Outsourcing Framework
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• 𝐷𝐷: dataset 
• 𝑠𝑠𝑞𝑞: target record
• 𝜃𝜃: distance threshold
• 𝑅𝑅𝑆𝑆: similar records returned by the server

𝑠𝑠𝑞𝑞 ,𝜃𝜃

𝑅𝑅𝑆𝑆
Client

Server
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Attack Model

• The untrusted server may not execute the computation honestly.
• Generate cheaper results to save computational cost.
• Intentionally return incorrect result for competition reason.

• The returned similar records 𝑅𝑅𝑆𝑆 may not be sound or complete.
• Soundness: all records in 𝑅𝑅𝑆𝑆 are similar to 𝑠𝑠𝑞𝑞.
• Completeness: all similar records are included in 𝑅𝑅𝑆𝑆.
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Result Authentication

• Naive solution
• The client obtains 𝑅𝑅 by record matching locally, and compares it with 𝑅𝑅𝑆𝑆.
• Computationally expensive.

Untrusted 
server may

Tampered values: 𝑠𝑠 ∈ 𝑅𝑅𝑆𝑆, 𝑠𝑠! ∈ 𝐷𝐷

Result soundness violation: include dissimilar record 𝑠𝑠 ∈ 𝑅𝑅𝑆𝑆,𝐷𝐷𝐷𝐷𝐷𝐷 𝑠𝑠, 𝑠𝑠𝑞𝑞 > 𝜃𝜃

Result completeness violation: remove similar record: 𝑠𝑠! ∈ 𝑅𝑅𝑆𝑆,𝐷𝐷𝐷𝐷𝐷𝐷 𝑠𝑠, 𝑠𝑠𝑞𝑞 ≤ 𝜃𝜃
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Verification Goal

An 
authentication 
framework

catches

Tampered values
Result soundness violation

Result completeness violation

is scalable and efficient

supports data updates
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Related Work

• Privacy-preserving record matching [1, 2, 3]
• Prevents the server from possessing the original data. 

• Authentication of SQL query [4, 5]
• Cannot be applied to approximate matching.

• Authentication of keyword search [6, 7]
• Only supports exact match.
• Does not support data update.
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Our Contributions

• We design an authentication tree structure named MB-tree.
• It is not limited to main memory usage.
• It supports incremental data updates.

• We propose a lightweight authentication method.
• The server constructs the verification object (VO) of the returned results with 

the MB-tree.
• The client verifies the soundness and completeness of the returned results by 

using VO.
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Preliminaries: Merkle Tree [9]

• An authentication data structure based on hash function.
• Hash is much more efficient than edit distance computation.

ARM: Authenticated Approximate Record Matching for 
Outsourced Databases. IRI 16. Dong, Wang. 9

𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆(𝐻𝐻𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴)



Preliminaries: 𝐵𝐵𝑒𝑒𝑒𝑒-Tree [10]

• Sort the records in dictionary order.
• Store the longest common prefix (LCP) of the enclosed strings.
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Preliminaries: 𝐵𝐵𝑒𝑒𝑒𝑒-Tree [10]

• Avoid the edit distance calculation for the NC-strings.
• Performs well with 

• Memory constraints
• Data updates.

NC-stringsC-strings
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similar strings

strings covered by NC-nodedissimilar and non NC-strings



MB-tree (Ours)

• The client constructs a MB-tree (Merkle 𝐵𝐵𝑒𝑒𝑒𝑒-tree).
• Only the signature is kept locally.
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Authentication Framework
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• 𝐷𝐷: dataset
• 𝑇𝑇:  MB-tree
• 𝑉𝑉𝑉𝑉: verification object
• 𝑠𝑠𝑞𝑞: target record
• 𝜃𝜃: distance threshold
• 𝑅𝑅𝑆𝑆: similar records returned by  the server

D

𝑠𝑠𝑞𝑞 ,𝜃𝜃

𝑅𝑅𝑆𝑆,𝑉𝑉𝑉𝑉Client

Server

𝑇𝑇 = 𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀 𝐷𝐷
𝑆𝑆𝑆𝑆𝑆𝑆 𝑇𝑇 = 𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠(𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟)

𝑇𝑇

𝑉𝑉𝑉𝑉 = 𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡(𝑅𝑅𝑆𝑆,𝑇𝑇, 𝑠𝑠𝑞𝑞 ,𝜃𝜃)

𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉(𝑅𝑅𝑆𝑆,𝑉𝑉𝑉𝑉)



VO Construction for A Single Target Record 

MF-node

𝑅𝑅𝑆𝑆 = {𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶,𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶}
𝑉𝑉𝑉𝑉 = {( 𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶,𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶,𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶 , 𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷,𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸,𝐺𝐺𝐺𝐺𝐺𝐺𝐺𝐺𝐺𝐺𝐺𝐺𝐺𝐺𝐺𝐺𝐺𝐺 , 𝐽𝐽𝐽𝐽𝐽𝐽 𝐺𝐺𝐺𝐺, ℎ𝑁𝑁3 )}

• Key idea: use the MF-node to substitute the large amount of NC-strings.

ARM: Authenticated Approximate Record Matching for 
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NC-stringsC-stringssimilar strings

(𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶, 4)



Verification

• Check tampered values: re-compute root signature of MB-tree

ARM: Authenticated Approximate Record Matching for 
Outsourced Databases. IRI 16. Dong, Wang. 15



Verification

• Check tampered values: re-compute root signature of MB-tree

• Check if Sig(T) matches the local copy of signature.

ARM: Authenticated Approximate Record Matching for 
Outsourced Databases. IRI 16. Dong, Wang. 16



Verification

Similarity 
verification

Result soundness check: ∀𝑠𝑠 ∈ 𝑅𝑅𝑆𝑆, check if 𝐷𝐷𝐷𝐷𝐷𝐷(𝑠𝑠, 𝑠𝑠𝑞𝑞) ≤ 𝜃𝜃.

Result completeness check

∀C-string s, check if 𝐷𝐷𝐷𝐷𝐷𝐷 𝑠𝑠, 𝑠𝑠𝑞𝑞 > 𝜃𝜃.

∀MF-node 𝑁𝑁, check if 𝑀𝑀𝑀𝑀𝑀𝑀_𝐷𝐷𝐷𝐷𝐷𝐷(𝑁𝑁, 𝑠𝑠𝑞𝑞) > 𝜃𝜃.

ARM: Authenticated Approximate Record Matching for 
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Verification

Edit Distance 
Computation

Soundness check: ∀𝑠𝑠 ∈ 𝑅𝑅𝑆𝑆, check if 𝐷𝐷𝐷𝐷𝐷𝐷(𝑠𝑠, 𝑠𝑠𝑞𝑞) ≤ 𝜃𝜃.

Completeness check

∀C-string s, check if 𝐷𝐷𝐷𝐷𝐷𝐷 𝑠𝑠, 𝑠𝑠𝑞𝑞 > 𝜃𝜃.

∀MF-node 𝑁𝑁, check if 𝑀𝑀𝑀𝑀𝑀𝑀_𝐷𝐷𝐷𝐷𝐷𝐷(𝑁𝑁, 𝑠𝑠𝑞𝑞) > 𝜃𝜃.

ARM: Authenticated Approximate Record Matching for 
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𝑅𝑅𝑆𝑆 = {𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶,𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶}
𝑉𝑉𝑂𝑂 = {( 𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶,𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶,𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶 , 𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷,𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸,𝐺𝐺𝐺𝐺𝐺𝐺𝐺𝐺𝐺𝐺𝐺𝐺𝐺𝐺𝐺𝐺𝐺𝐺 , 𝐽𝐽𝐽𝐽𝐽𝐽 𝐺𝐺𝐺𝐺, ℎ𝑁𝑁3 )}

𝐷𝐷𝐷𝐷𝐷𝐷 𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶,𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶 = 4
𝐷𝐷𝐷𝐷𝐷𝐷 𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶,𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶 = 3

𝐷𝐷𝐷𝐷𝐷𝐷 𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷,𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶 = 9>4
𝐷𝐷𝐷𝐷𝐷𝐷 𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸,𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶 = 9>4
𝐷𝐷𝐷𝐷𝐷𝐷 𝐺𝐺𝐺𝐺𝐺𝐺𝐺𝐺𝐺𝐺𝐺𝐺𝐺𝐺𝐺𝐺𝐺𝐺,𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶 = 8>4

𝑀𝑀𝑀𝑀𝑀𝑀_𝐷𝐷𝐷𝐷𝐷𝐷 𝐽𝐽𝐽𝐽𝐽𝐽 𝐺𝐺𝐺𝐺,𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶 = 6 > 4

𝐷𝐷𝐷𝐷𝐷𝐷 𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶,𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶 = 5>4 7 DST 
calculations

Naïve method: 12 DST calculations



Complexity

Pre-processing

VO construction

Verification

Time: 𝑂𝑂(𝑛𝑛)

Space: 𝑂𝑂(1)

Time: 𝑂𝑂(𝑛𝑛)

Space: 𝑂𝑂 (𝑛𝑛𝐶𝐶+𝑛𝑛𝑅𝑅 𝜎𝜎𝑠𝑠 + 𝑛𝑛𝑀𝑀𝑀𝑀𝜎𝜎𝑀𝑀)

Time: 𝑂𝑂((𝑛𝑛𝑅𝑅 + 𝑛𝑛𝑀𝑀𝑀𝑀 + 𝑛𝑛𝐶𝐶)𝐶𝐶𝐸𝐸𝐸𝐸)

𝑛𝑛: # of strings in D 
𝑛𝑛𝐶𝐶: # of C-strings
𝑛𝑛𝑅𝑅: # of similar strings
𝑛𝑛𝑀𝑀𝑀𝑀: # of MF-nodes

𝜎𝜎𝑠𝑠: avg. length of string
𝜎𝜎𝑀𝑀: size of MB-tree node
𝐶𝐶𝐸𝐸𝐸𝐸: string edit distance complexity

ARM: Authenticated Approximate Record Matching for 
Outsourced Databases. IRI 16. Dong, Wang. 19



VO Construction for Multiple Target Records

ARM: Authenticated Approximate Record Matching for 
Outsourced Databases. IRI 16. Dong, Wang. 20

{𝑠𝑠𝑞𝑞1, … , 𝑆𝑆𝑞𝑞𝑞𝑞},𝜃𝜃

{𝑅𝑅1𝑆𝑆, … ,𝑅𝑅𝑚𝑚𝑆𝑆 }, {𝑉𝑉𝑂𝑂1, … ,𝑉𝑉𝑂𝑂𝑚𝑚}
Client

Server

D

• So far, we only consider the authentication for a single target record.
• We have optimizations for multiple target records

• optimization based on triangle inequality
• optimization based on overlapped dissimilar strings

• Details are in the paper.



Security

Tampered values: Sig(T) does match the local copy.

Result soundness violation: ∃𝑠𝑠 ∈ 𝑅𝑅𝑆𝑆 s.t. 𝐷𝐷𝐷𝐷𝐷𝐷 𝑠𝑠, 𝑠𝑠𝑞𝑞 > 𝜃𝜃

Result completeness violation
∃C-string s s.t. 𝐷𝐷𝐷𝐷𝐷𝐷 𝑠𝑠, 𝑠𝑠𝑞𝑞 ≤ 𝜃𝜃.

∃MF-node 𝑁𝑁 s.t. 𝑀𝑀𝑀𝑀𝑀𝑀_𝐷𝐷𝐷𝐷𝐷𝐷(𝑁𝑁, 𝑠𝑠𝑞𝑞) ≤ 𝜃𝜃.

ARM: Authenticated Approximate Record Matching for 
Outsourced Databases. IRI 16. Dong, Wang. 21



Experiments

• Datasets

• Setup
• Implementation: C++
• Testbed: 2.4 GHz CPU, 48 GB RAM, Linux 3.2

• Baseline: record matching locally.

Dataset # of records Avg. record length

Actors (IMDB) 260,000 14.627

Authors (DBLP) 1,000,000 14.732

ARM: Authenticated Approximate Record Matching for 
Outsourced Databases. IRI 16. Dong, Wang. 22



VO Construction

Actors dataset Authors dataset

ARM: Authenticated Approximate Record Matching for 
Outsourced Databases. IRI 16. Dong, Wang. 23

Small fanout leads to fast VO construction, as MIN_DST provides a tighter bound.

Small threshold leads to fast VO construction, as there are more MF-nodes.



Verification

Actors dataset Authors dataset

ARM: Authenticated Approximate Record Matching for 
Outsourced Databases. IRI 16. Dong, Wang. 24

The verification is far more efficient than the baseline.



Conclusion

• We design an efficient authentication data structure – MB-tree based 
on 𝐵𝐵𝑒𝑒𝑒𝑒-tree and Merkle tree.

• We propose efficient authentication framework for outsourced 
approximate record matching.

• Experimental results show the efficiency of our method.

ARM: Authenticated Approximate Record Matching for 
Outsourced Databases. IRI 16. Dong, Wang. 25
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Optimizations for Multiple Target Records

• Optimization based on triangle inequality

• Optimization based on overlapped dissimilar strings

ARM: Authenticated Approximate Record Matching for 
Outsourced Databases. IRI 16. Dong, Wang. 28
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