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Introduction
AI safety is a high-stakes social issue

Foundation models increasingly mediate
access to information, services, and decisions.

Safety failures can amplify misinformation,
privacy loss, malicious assistance, and social
inequity.

In high-stakes settings, persistent interactions
matter as much as a single unsafe answer.

We need evaluations that reflect how real
adversaries probe, adapt, and escalate over
multiple turns.

Key motivation: AI safety is also a social justice and
public-risk problem because unsafe behavior can propa-
gate through real deployments.

Civic Information
misinformation, manipulation

Privacy & Security
data leakage, harmful instructions

Health / Legal / Education
vulnerable users, uneven impact

Question: Do current safety evalua-
tions faithfully measure resilience un-
der multi-turn adversarial pressure?
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Introduction
Persistent adversaries probe across multiple turns

Attacker
probes + reframes

Round 1
refusal

Round 2
rephrase

Round N
escalate?

Victim LLM
response

What real attackers do

Rephrase or soften the request

Switch framing (research, simulation,
role-play)

Exploit conversation memory and
accumulated context

Why it matters

Safety should be tested as a trajectory,
not as a single instant.

The key question is whether repeated
pressure weakens guardrails or triggers
stronger defenses.
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Introduction
Four weaknesses of the existing paradigm

1. Shallow interaction depth
Single-turn, isolated probing does
not capture adaptive adversarial
conversations.

2. Binary measurement signal
Pass/fail jailbreak labels discard
trajectory information and behav-
ioral nuance.

3. Confounded attacker profile
Off-the-shelf aligned attackers of-
ten refuse harmful prompt genera-
tion themselves.

4. Fragile evaluation apparatus
A single LLM judge is treated as
an oracle instead of a noisy adver-
sarial evaluator.
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A closed-loop paradigm for multi-turn guardrail evaluation
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Existing Work
Prior approaches and their limitations

Automated red-teaming Prior work uses prompt generation or search-based attacks to elicit failures
from aligned LLMs.

Strong for discovering vulnerabilities, but usually reports single-turn or binary
outcomes.
Rarely models how adversarial conversations evolve over multiple rounds.

Perez et al., 2022; Chao et al., 2023; Mehrotra et al., 2023

Benchmark-style evaluation Standardized suites improve comparability and coverage.

Still focuses primarily on whether a jailbreak occurred, not how the model got
there.
Typically assumes the attacker and the judge are clean measurement instruments.

Mazeika et al., 2024; Zou et al., 2023

LLM-as-a-Judge LLM judges are increasingly used to score model outputs.

In adversarial settings, judges face the same safety conflicts as the victim model.
Reliability is often assumed rather than explicitly measured.

Zheng et al., 2023
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ADVERSA-Red
Fine-tuning the attacker model

Base model
Llama-3.1-70B-Instruct

Fine-tuning
QLoRA 4-bit NF4, rank 32

Deployment
multi-turn attacker

Training data: 22K adversarial prompts generated from harm objec-
tives + 10K+ adversarial examples from AdvBench/HarmBench.

Goal: reduce attacker refusals so the attack model
can persist, reframe, and adapt across rounds.

Fine-tuned attacker + multi-turn deploy-
ment = production-style adversarial evaluation.
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Multi-turn Jailbreak Rate

ADVERSA-Red
generates prompt

Victim LLM
returns response

Triple Judges
assign 1–5 score

Repeat for up to 10 rounds; record
the compliance-score trajectory.

Measured outputs: round-level jail-
break rate, conversation-level out-
come, and trajectory behavior.

Persistent pressure may increase
vulnerability or trigger stronger re-
fusals.
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Compliance Rubric
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Triple-Judge Consensus Architecture

Claude
judge

Gemini
judge

GPT
judge

Consensus Median
final score

Jailbreak criterion: declare a jailbreak only when
the median score is 4 or 5 and at least 2 of 3
judges score the round as harmful compliance.

A single judge may itself be safety-
aligned and unreliable in adversarial
contexts; consensus filtering makes the
evaluation apparatus more robust.
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Experiment Setup

Scale

15 adversarial
conversations

112 scored rounds, 336 judge API calls, up to 10
rounds per conversation.

Victim Models

Claude Opus 4.6

Gemini 3.1 Pro

GPT-5.2

Harm Categories

Misinformation (MIS) Malicious Code (MC)
Social Engineering
(SE)

Privacy Violation (PV)

Protocol

One attacker objective per conversation

Triple-judge scoring on every round

Analyze vulnerability, trajectories, judge
reliability, and attacker degradation

The pilot study is designed to evaluate behavioral trajectories and measurement reliability simultane-
ously.
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Vulnerability Surface
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Trajectory Patterns
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Multi-turn Defensive Consolidation
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Attacker Drift
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Three rules for AI safety evaluation

Rule 1
Measure trajectories, not snapshots

Binary labels can hide oscillation,
recovery, and late-round consolidation.

Rule 2
Never trust a single judge

J1 J2 J3

Median

Agreement must be measured ex-
plicitly in adversarial contexts.

Rule 3
Characterize the attacker

Attacker Victim

Refusal

Measure attacker-side refusals

and cooperative drift over rounds.
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Conclusion

ADVERSA replaces single-turn, binary probing with multi-turn continuous evaluation.

ADVERSA-Red reduces attacker-side refusals, making victim-side guardrail behavior
more measurable.

Results show a 26.7% overall jailbreak rate, with many failures occurring early rather
than after gradual erosion.

Non-jailbreak conversations often exhibit defensive consolidation, while attacker drift
emerges as a distinct failure mode.

Judge agreement in adversarial contexts is limited, reinforcing the need for explicit
reliability measurement and consensus-based scoring.

Bottom line: robust AI safety evaluation should report trajectories, measure judge reliability, and treat
attacker behavior as part of the experiment.

18 / 21



References

E. Perez et al., “Red teaming language models with language models,” EMNLP, 2022.

P. Chao et al., “Jailbreaking black box LLMs in twenty queries,” NeurIPS SoLaR Workshop, 2023.

A. Zou et al., “Universal and transferable adversarial attacks on aligned language models,” arXiv:2307.15043, 2023.

X. Liu et al., “AutoDAN: Generating stealthy jailbreak prompts on aligned LLMs,” arXiv:2310.04451, 2023.

M. Mazeika et al., “HarmBench: A standardized evaluation framework for automated red teaming and robust refusal

benchmarking,” ICML, 2024.

S. Mehrotra et al., “Tree of attacks: Jailbreaking black-box LLMs automatically,” arXiv:2312.02119, 2023.

19 / 21



References

L. Zheng et al., “Judging LLM-as-a-Judge with MT-Bench and Chatbot Arena,” NeurIPS, 2023.

F. Qi et al., “Fine-tuning aligned language models compromises safety even when users do not intend to jailbreak them,”

arXiv, 2024.

AdvBench, “A benchmark of adversarial prompts for LLM safety evaluation,” 2024.

N. Klymenko et al., “Red teaming and safety evaluation for generative AI systems,” Communications of the ACM, 2024.

H. Owiredu-Ashley, B. Dong, T. Ji, and J. Shang, “ADVERSA: Measuring Multi-Turn Guardrail Degradation and Judge

Reliability in Large Language Models,” IEEE SERA 2026 (under review / conference version).

20 / 21



Q&A

Questions?

Boxiang Dong
Montclair State University

dongb@montclair.edu
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